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Objectives

● Dynamically simulate soft errors in 

multithreaded program execution

● Provide documentation and user interface for 

system

● Goal is to use system to analyze Big Data 

applications

Specifications

System
Build for Ubuntu 16 and 

C/C++

Threads
Handle four threads 

minimum

Injection method Dynamic fault injection

User interface

Automate trial 

execution and result 

aggregation

Safety Concerns

● Protect user data

● Protect user hardware

● Protect other processes

Code Samples

Example output

Multithreading

● Split large task into smaller, parallel tasks

● Extremely common in Big Data 

applications for efficiency
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Soft errors

Bit Flip

Original Data

(value = 13)
Corrupt Data

(value = 12)

Injection Testing

● Test each individual method

● Test dynamic injection

Testing

● Test individual units

●Move forward when 

all tests succeed

Thread Testing

●Start simple, increase complexity

●More children, greater depth

Conclusion

● All original specs 

satisfied

● Works with sample Big 

Data applications

● Ready for full scale 

application

● Fault in data during execution

● Caused by radiation (internal and external 

to machine)

Conceptual Design

● Inject into single bit data 

type

● One for each data type 

(1, 4, 8, 16, 32, 64 bits)

● Intercept and log 

information

● Stores thread information 

in tree 

Trial Automation

● Analysis of programs requires many 

trial runs (millions or billions, each 

taking substantial time)

● Impractical to execute each by hand

● Solution: Python wrapper file to 

automate execution, aggregate output 

into database files for analysis

● Acts as friendly user interface

Thread Tree Output

Current Injection Statistics

Interceptor Output


